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Chapter 1

MobileC

1.1 Introduction

Welcome to the MobileC documentation. For a quick user-api reference, please refer to the file libmc.h.

This documentation is provided supplementary to the main Mobile-C User Guide. The official user guide
may be obtained at http://www.mobilec.org , and should also be included with your Mobile-C
Distribution package in the file docs/mobilec.pdf .


http://www.mobilec.org

MobileC
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4 MCAcIMessage

Examples of commonly used MCAclMessage operations:

Create a new, blank ACL message:

MCAclMessage tmp = new MCAclMessage () ;
tmp.New () ;

Set the performative field:

tmp.SetPerformative (MCAclMessage.MC_FipaPerformative_e.FIPA_INFORM) ;

Set the sender:

tmp.SetSender ("agency", "http://" + host + ":" +
localport.ToString () + "/acc");

Add an alternate reply-to field:

tmp.AddReplyTo ("mobagent2", "http://" + host + ":" +
localport.ToString () + "/acc");

Add a receiver to the message:

tmp.AddReceiver ("mobagentl", "http://" + host + ":" +
localport.ToString () + "/acc");

Set the content of the message:
tmp.SetContent ("This is content. Yay!");

Finally, send and destroy the message:

Agency.AclSend (tmp) ;
tmp.Destroy () ;

Note that messages contain a pointer to allocated unmanaged memory and need to be disposed of after
they are used. The agency creates a copy of the message when it is sent, and therefore the MCAcIMessage
object is no longer needed.
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6 Installing LibMC.NET

Installing LibMC.NET is straighforward but involves several steps.

3.1 Requirements

In order to use LibMC.NET you will need the following:

e Ch version 6.0.0 or greater from http://www.softintegration.com/.

Embedded Ch version 6.0.0 or greater, also from http://www.softintegration.com/.

Mobile-C 1.10.0 or greater. See Section Downloading Mobile-C for instructions on how to obtain
Mobile-C.

e Visual Studio 2005 or Ilater. Express versions of Visual Studio can be found at
http://www.microsoft.com/express/.

3.2 Downloading Mobile-C

First, you must obtain a version of the Mobile-C source code. If you are reading this, chances are you have
already completed this step. If you have not already downloaded the source code, it can be done in one of
three ways:

* Download a supported release of Mobile-C. Visit the Mobile-C website for more informa-
tion on supported releases.

* Download the latest source (unsupported) from Sourceforge . This will give you the most current
version of Mobile-C, but not necessarily the most stable version.

 Check out the latest source code from the SVN repository. This requires that you have a subversion
client installed. More information can be found at this location.

3.3 Building the Mobile-C Libraries

Once you have obtained the Mobile-C source, please see the Mobile-C User’s Guide for information on
compiling Mobile-C under Windows. Currently, only the Visual Studio .NET 2005 project is supported
for LibMC.NET. Section 2.3 of the User’s Guide describes how to compile Mobile-C into a static library.
For LibMC.NET, at least one of two configurations are required: the "Debug_DLL" or "Release_DLL"
versions. To build either one, select the appropriate configuration (this replaces step 3 in the User’s Guide,
Section 2.3.1) and build the solution (step 4). Alternatively, you may select "Batch Build" from the "Build"
menu and build all four possible configurations.

3.4 Install the Mobile-C Libraries

After building the Mobile-C DLL files, the project will automatically copy the files to the system directory.
By default, the files are copied to C:/Windows/System32/. If your system is configured differently or you
wish to change the installation directory, right-click on the mc_lib_win32 project in the Solution Explorer
and select "Properties." In the mc_lib_win32 Property Pages treeview, select "Configuration Properties,"
then "Build Events," and finally "Post-Build Event." You can then change the "Command Line" field to
copy the files to the directory of your choice. If you change the installation directory, be sure that your
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3.5 Build LibMC.NET 7

chosen directory is in the system path and that you remove any other versions of the files. You will also
need to execute a "Rebuild" on the project to ensure the files are copied to the new location.

3.5 Build LibMC.NET

Once you have built the Mobile-C DLL files, you can build LibMC.NET. Open the
LibMC.NET solution file located in the directory you installed or checked out Mobile-C to at
src/win32/LibMC.NET/LibMC.Net.sln.  From the "Build" menu, select "Rebuild Solution." You
may want to build both the "Debug" and "Release" versions, or perform a batch build as described
previously.
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10 Getting Started

LibMC.NET is very easy to use. The demo programs provided with the download are a good place to start.
Please see the Examples section for more information.

4.1 Build the Demo Programs

The LibMC.NET demo program solution is located in the directory you installed or checked out Mobile-C
to at demos/win32/LibMC.NET/LibMCDemos.sln. As before, select "Rebuild Solution" from the "Build"
menu. Note that the demo program solution contains the LibMC.NET project as well. You may also build
LibMC.NET from within the demo program solution.

By default, the LibMCGui demo is selected in the demo program solution. You may run this program by
selecting the "Debug" menu then "Start Debugging" or by pressing F5. Other demo programs can be started
by right-clicking the project in the Solution Explorer and selecting "Debug" then "Start new instance." The
demo programs have their own documentation as well. See the README file in src/win32/LibMC.NET
or demos/win32/LibMC.NET for information on how to build the demo program documentation.

Generated on Tue Oct 28 17:03:22 2008 for Mobile-C by Doxygen



Chapter 5

Using LibMC.NET



12 Using LibMC.NET

This section explains how to use the LibMC.NET class library in your .NET project. Currently, it only
describes the process for using the library in a C# console or GUI application. Other languages, such as
VB and managed C++, will require similar actions.

5.1 Create a Project

First, create the type of project you would like to use from the Visual Studio "Start Page" or the "File"
menu. Select the name and location of the project as you would any other project. Second, add a refer-
ence to the configuration of LibMC.NET you would like to use. For debugging purposes, the "Debug"
configuration is probably best. To add the reference, right click the "References" item in the Solution Ex-
plorer for the project you just created. Select the "Browse" tab and navigate to the output directory of the
LibMC.NET project. The directory is located at src/win32/LibMC.NET/bin/Configuration/ in the Mobile-
C source directory, where Configuration is either "Debug" or "Release." Select the DLL file and click "Ok."
The References item in the Solution Explorer should now list "LibMC." Be sure to save the solution at this
point.

5.2 Using LibMC.NET Classes and Functions

As with any other namespace, you must add the declaration "using LibMC;" to any file you want to have
access to the class libraries. Once you have added the using statement, you can declare objects from the
library as you normally would declare any other objects. See the example programs for more details.

5.3 Other Options

You may want to enable one or more features in your project that can help you use LibMC.NET or debug
problems. If you add any XML files to your project, you probably will want to set their properties in the
project to copy the files to the output directory. This is done by selecting the file in the Solution Explorer,
opening its properties, and setting two fields:

 Set the "Build Action" field to "Content" if it is not already set. This will make the file part of the
project should you decide to publish or package it.

* Set the "Copy to output directory” to "Copy if newer" or "Copy always." This will copy the file when
you build the project.

There is also one important note regarding XML files in Visual Studio. Do not create XML files from
within Visual Studio. The Visual Studio XML file template contains a few leading characters that specify
the encoding of the file. They are hidden and you will not be able to change them. These characters are not
currently supported by Mobile-C and will crash a receiving agency.

To open the project properties, right-click the project in the Solution Explorer and select "Properties." In
the "Debug" pane, you may wish to set an alternate working directory for the project if you want easy
access to XML files outside of the project. This is useful for debugging, but may result in errors finding
files if you package the project or create an installer. In general, it is best to specify all files with full paths
because the Mobile-C library loads from a different location than the project. If you would like to be able
to debug the Mobile-C library, you should select the "Enable unmanaged code debugging" check box. This
will allow you to more easily see any errors that may occur in the unmanaged library, though hopefully
none will.
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14 Common Operations

This section contains examples of commonly used operations for three main LibMC classes:

* MCAgency The mobile agent agency.
* MCAgent Mobile agents.

* MCAclMessage Agent communication language messages.

For complete programs and more detailed examples, see the Examples section.
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16 MCAgency

Examples of commonly used MCAgency operations:

Declare an agency as a member of a class:
public static MCAgency Agency = new MCAgency () ;
Set the agency’s port:

int temp = 5051;
Agency.Port = temp;

Start an agency:

int temp;
temp = Agency.Initialize();
if (temp != 0)
Console.WritelLine ("Initialize: " + temp.ToString());

Pause and resume an agency:

Agency.HaltAgency () ;
Agency.ResumeAgency () ;

Turn off the command prompt thread:

temp = Agency.SetThreadOff (MCAgency.MC_ThreadIndex_e.MC_THREAD_CP);
if (temp != 0)
Console.WritelLine ("SetThreadOff: " + temp.ToString());

Load an agent into a local agency:

String filename = "agent.xml";
try
{
Agency.LoadAgentMigrationMessageFile (filename) ;
}
catch (Exception ex)
{

Console.WritelLine ("Error loading file: " + ex.Message);

Ideally, the file name should be specified absolutely.

Send an agent to a remote agency:

String filename = "agent.xml";
String ip = "192.168.23.93";
int port = 5051;

try

{
Agency.SendAgentMigrationMessageFile (filename, ip, port);
}
catch (Exception ex)
{

Console.WritelLine ("Error sending file: " + ex.Message);

Find an agent by name:
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MCAgent agent;
try
{
agent = Agency.FindAgentByName ("persistentl");
}
catch (Exception e)

{

Console.WritelLine ("Exception: " + e.Message);

Wait for an agent to arrive:

MCAgent agent;
Agency.ResetSignal () ;
try
{
agent = Agency.WaitRetrieveAgent ();
}
catch (Exception e)

{

Console.WritelLine ("Exception: " + e.Message);

Wait indefinitely while an agency runs:

Agency.MainLoop () ;
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MCAgency
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20 MCAgent

Examples of commonly used MCAgent operations: Find an agent by name (assumes an MCAgency named
Agency):

MCAgent agent;
try
{
agent = Agency.FindAgentByName ("persistentl");
}
catch (Exception e)

{

Console.WritelLine ("Exception: " + e.Message);

Terminate an agent

int temp;
try
{
temp = agent.TerminateAgent ();
Console.WritelLine ("TerminateAgent () returned " +
temp.ToString() + ".");
}
catch (Exception e)

{

Console.WritelLine ("Exception: " + e.Message);

Print information about an agent:

Console.WritelLine (agent.ToString());
Console.WritelLine (agent.GetAgentXMLString () ) ;
Console.WritelLine (agent.RetrieveAgentCode () ) ;
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22 Todo List

Global LibMC::MCAgency::SteerControl() Test MC_SteerControl, MC_Steer.

Global LibMC::MCAgency::Steer(IntPtr funcptr, IntPtr arg) Implement MC_Steer

Global LibMC::MCAgency::RegisterService(MCAgent agent, int agentID, String agentName, String[] serviceNames, i
Test MC_RegisterService and MC_SearchForService.

Global LibMC::MCAgency::SearchForService(String searchString, IntPtr agentNames, IntPtr serviceNames, IntPtr ag
Implement SearchForService

Global LibMC::MCAgent::GetAgentExecEngine() Wrap MC_GetAgentExecEngine with an object
for the void* pointer return type (Ch interpreter).

Global LibMC::MCAgent::GetAgentReturnData(int task_num, IntPtr data, IntPtr dim, IntPtr extent)
Implement GetAgentReturnData
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24 Bug List

Global LibMC::MCAgency::Steer(IntPtr funcptr, IntPtr arg) MC_Steer is not yet implemented.

Global LibMC::MCAgency::SearchForService(String searchString, IntPtr agentNames, IntPtr serviceNames, IntPtr a;
MC_SearchForService is not yet implemented.
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Namespace Index

11.1 Namespace List

Here is a list of all namespaces with brief descriptions:

LibMC (Namespace for the .NET wrapper for Mobile-C )

LibMC::Properties (Namespace for the NET wrapper propertiesclass) . . . .. ... ... ..
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12.1 Data Structures

Here are the data structures with brief descriptions:

CSSLCONtEXE . . . . e e s 35
CSSLUSESSION . . . . L e 44
_x509_buf .. e e e e e 46
CX509_cCert ... e 47
CX509_name ... s 50
_X509_node . ... . e 51
CX509_1aw L L e s 52
_X509_time . ... . e 54
aes_context (AES contextstructure ) . . . . . . . . . . ... e 55
agency_s (Theagencyhandle) . . . . . .. ... ... ... .. L 56
agent_datastate_s . . . . . ... ..o e 59
agent_mailboX_s . . . . . L e e e 62
AZENELS o v v v e e e e e e e 63
agent_task_S . ... L L e e e 68
arc4d_context (ARC4 context structure ) . . . . . . . . . . . .. 71
barrier node_ S . . . . . L e e 72
Darrier_qUEUE_S . . . . . v v v e e e e e e e e e e 73
CMA_Prompt_S . . . . . o o e e e e e e e e e e e e e e e e e 74
command_S . . . ... e e s 75
COMMNECHION_S & & v v v v v v e e e e e e e e e e e e e e e e e 76
des3_context (Triple-DES context structure ) . . . . . . . . . . . ..o 78
des_context (DES context Structure ) . . . . . . . . . . . v i e e e e e e e e e e 79
dhm_context . . . . . . e s 80
dynstring s . . . .. L 82
fipa_acl_envelope_Received_s . . . . . . . . . . e 83
fipa_acl_envelope_s . . . . . . . L e e 85
fipa_acl_message_S . . . . . . ... e e e e e e 86
fipa_acl_Param_s . . . . . . . e e 89
fipa_agent_identifier_s . . . . . . . . . .. e e e e e 91
fipa_agent_identifier_set_s . . . . . . . . . .. e e e 92
fipa_DateTime_s . . . . . . . . e e e e e e e e 93
fipa_eXPression_S . . . . .« ot i e e e e e e e e e e e e e 95
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LibMC::InvalidAgentException (Exception class for use with null agent pointers ) . . . . . . . . 115
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13.1 File List

Here is a list of all files with brief descriptions:
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Namespace Documentation

14.1 LibMC Namespace Reference

Namespace for the .NET wrapper for Mobile-C.

Data Structures

* class MCAclMessage
Encapsulates ACL messages in the Mobile-C library.

* class MCAgency
Wrapper class for MCAgency_t structure.

* class InvalidAgencyException

Exception class for use with null agency pointers.

* class MCAgent
Wrapper class for MCAgent_t structure.

* class InvalidAgentException

Exception class for use with null agent pointers.

Namespaces

* namespace Properties

Namespace for the NET wrapper properties class.

14.1.1 Detailed Description

Namespace for the .NET wrapper for Mobile-C.

LibMC encapsulates the Mobile-C DLL for windows in an .NET class library. .NET programs can access
the library to create agencies, connect to agencies, interact with agents, etc.
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14.2 LibMC::Properties Namespace Reference

Namespace for the .NET wrapper properties class.

Data Structures

* class Settings

14.2.1 Detailed Description

Namespace for the .NET wrapper properties class.

Any user or global properties that should preserved from session to session can be added here through the
designer. There are currently no properties in use.
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Data Structure Documentation

15.1 _ssl _context Struct Reference

#include <ssl.h>

Data Fields

e int state

* int major_ver

e int minor_ver

* int max_major_ver

e int max_minor_ver

e int(x f_rng )(void %)

* void(x f_dbg )(void , int, char %)
* int(x f_recv )(void %, unsigned char x, int)
* int(x f_send )(void *, unsigned char x, int)
* void * p_rng

* void * p_dbg

* void * p_recv

* void * p_send

e int resume

e int timeout

* ssl_session * session

* int(x s_get )(ssl_context )

e int(x s_set )(ssl_context x)

* unsigned char * in_ctr

* unsigned char * in_hdr

* unsigned char * in_msg

* unsigned char * in_offt

e int in_msgtype

e int in_msglen

e intin_left

¢ int in_hslen

¢ int nb_zero

* unsigned char * out_ctr
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unsigned char * out_hdr
unsigned char * out_msg
int out_msgtype

int out_msglen

int out_left

rsa_context * rsa_key
x509_cert * own_cert
x509_cert x ca_chain
x509_cert * peer_cert

char * peer_cn

int endpoint

int authmode

int client_auth

int verify_result
dhm_context dhm_ctx
md5_context fin_md5

shal context fin_shal

int do_crypt

int * ciphers

int pmslen

int keylen

int minlen

int ivlen

int maclen

unsigned char randbytes [64]
unsigned char premaster [256]
unsigned char iv_enc [16]
unsigned char iv_dec [16]
unsigned char mac_enc [32]
unsigned char mac_dec [32]
unsigned long ctx_enc [128]
unsigned long ctx_dec [128]
unsigned char * hostname
unsigned long hostname_len

15.1.1 Detailed Description

Definition at line 149 of file ssl.h.

15.1.2 Field Documentation

15.1.2.1 int _ssl_context::state

SSL handshake: current state
Definition at line 154 of file ssl.h.

Generated on Tue Oct 28 17:03:22 2008 for Mobile-C by Doxygen



15.1 _ssl_context Struct Reference 37

15.1.2.2 int _ssl_context::major_ver

equal to SSL_MAJOR_VERSION_3
Definition at line 156 of file ssl.h.

15.1.2.3 int _ssl_context::minor_ver

either 0 (SSL3) or 1 (TLS1.0)
Definition at line 157 of file ssl.h.

15.1.2.4 int _ssl_context::max_major_ver

max. major version from client

Definition at line 159 of file ssl.h.

15.1.2.5 int _ssl_context::max_minor_ver

max. minor version from client

Definition at line 160 of file ssl.h.

15.1.2.6 int(x _ssl_context::f_rng)(void x)

15.1.2.7 void(* _ssl_context::f_dbg)(void *, int, char x)

15.1.2.8 int(x _ssl_context::f_recv)(void *, unsigned char x, int)
15.1.2.9 int(x _ssl_context::f_send)(void *, unsigned char =, int)
15.1.2.10 voidx _ssl_context::p_rng

context for the RNG function

Definition at line 170 of file ssl.h.

15.1.2.11 voidx _ssl_context::p_dbg

context for the debug function

Definition at line 171 of file ssl.h.

15.1.2.12 voidx* _ssl_context::p_recv

context for reading operations

Definition at line 172 of file ssl.h.
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15.1.2.13 voidx* _ssl_context::p_send

context for writing operations

Definition at line 173 of file ssl.h.

15.1.2.14 int _ssl_context::resume

session resuming flag
Definition at line 178 of file ssl.h.

Referenced by my_get_session().

15.1.2.15 int _ssl_context::timeout

sess. expiration time

Definition at line 179 of file ssl.h.

Referenced by my_get_session(), and my_set_session().

15.1.2.16 ssl_sessionx _ssl_context::session

current session data

Definition at line 180 of file ssl.h.

Referenced by my_get_session(), and my_set_session().

15.1.2.17 int(x _ssl_context::s_get)(ssl_context x)

(server) get callback

15.1.2.18 int(x _ssl_context::s_set)(ssl_context x)

(server) set callback

15.1.2.19 unsigned charx _ssl_context::in_ctr

64-bit incoming message counter

Definition at line 187 of file ssl.h.

15.1.2.20 unsigned charx _ssl_context::in_hdr

5-byte record header (in_ctr+8)
Definition at line 188 of file ssl.h.

Generated on Tue Oct 28 17:03:22 2008 for Mobile-C by Doxygen



15.1 _ssl_context Struct Reference

39

15.1.2.21 unsigned charx _ssl_context::in_msg
the message contents (in_hdr+5)

Definition at line 189 of file ssl.h.

15.1.2.22 unsigned charx _ssl_context::in_offt
read offset in application data

Definition at line 190 of file ssl.h.

15.1.2.23 int _ssl_context::in_msgtype

record header: message type

Definition at line 192 of file ssl.h.

15.1.2.24 int _ssl_context::in_msglen

record header: message length

Definition at line 193 of file ssl.h.

15.1.2.25 int _ssl_context::in_left

amount of data read so far

Definition at line 194 of file ssl.h.

15.1.2.26 int _ssl_context::in_hslen

current handshake message length

Definition at line 196 of file ssl.h.

15.1.2.27 int _ssl_context::nb_zero

# of O-length encrypted messages

Definition at line 197 of file ssl.h.

15.1.2.28 unsigned charx _ssl_context::out_ctr
64-bit outgoing message counter

Definition at line 202 of file ssl.h.

15.1.2.29 unsigned charx _ssl_context::out_hdr

5-byte record header (out_ctr+8)
Definition at line 203 of file ssl.h.
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15.1.2.30 unsigned charx _ssl_context::out_msg

the message contents (out_hdr+5)

Definition at line 204 of file ssl.h.

15.1.2.31 int _ssl_context::out_msgtype

record header: message type

Definition at line 206 of file ssl.h.

15.1.2.32 int _ssl_context::out_msglen

record header: message length

Definition at line 207 of file ssl.h.

15.1.2.33 int _ssl_context::out_left

amount of data not yet written

Definition at line 208 of file ssl.h.

15.1.2.34 rsa_contextx _ssl_context::rsa_key

own RSA private key
Definition at line 213 of file ssl.h.

15.1.2.35 x509_cert+ _ssl_context::own_cert

own X.509 certificate
Definition at line 214 of file ssl.h.

15.1.2.36 x509 cert+ _ssl_context::ca_chain

own trusted CA chain

Definition at line 215 of file ssl.h.

15.1.2.37 x509_certx _ssl_context::peer_cert

peer X.509 cert chain
Definition at line 216 of file ssl.h.

Referenced by main().

Generated on Tue Oct 28 17:03:22 2008 for Mobile-C by Doxygen



15.1 _ssl_context Struct Reference

41

15.1.2.38 charx _ssl_context::peer_cn
expected peer CN

Definition at line 217 of file ssl.h.

15.1.2.39 int _ssl_context::endpoint

0: client, 1: server

Definition at line 219 of file ssl.h.

15.1.2.40 int _ssl_context::authmode
verification mode

Definition at line 220 of file ssl.h.

15.1.2.41 int _ssl _context::client_auth

flag for client auth.

Definition at line 221 of file ssl.h.

15.1.2.42 int _ssl_context::verify_result
verification result

Definition at line 222 of file ssl.h.

15.1.2.43 dhm_context _ssl_context::dhm_ctx
DHM key exchange

Definition at line 227 of file ssl.h.

15.1.2.44 md5_context _ssl_context::fin_md5
Finished MD5 checksum

Definition at line 228 of file ssl.h.

15.1.2.45 shal_context _ssl_context::fin_shal
Finished SHA-1 checksum

Definition at line 229 of file ssl.h.

15.1.2.46 int _ssl_context::do_crypt

en(de)cryption flag
Definition at line 231 of file ssl.h.
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15.1.2.47 intx _ssl_context::ciphers

allowed ciphersuites

Definition at line 232 of file ssl.h.

15.1.2.48 int _ssl_context::pmslen

premaster length

Definition at line 233 of file ssl.h.

15.1.2.49 int _ssl_context::keylen

symmetric key length

Definition at line 234 of file ssl.h.

15.1.2.50 int _ssl_context::minlen

min. ciphertext length

Definition at line 235 of file ssl.h.

15.1.2.51 int _ssl_context::ivlen

IV length

Definition at line 236 of file ssl.h.

15.1.2.52 int _ssl_context::maclen

MAC length

Definition at line 237 of file ssl.h.

15.1.2.53 unsigned char _ssl_context::randbytes[64]
random bytes

Definition at line 239 of file ssl.h.

15.1.2.54 unsigned char _ssl_context::premaster[256]
premaster secret

Definition at line 240 of file ssl.h.

15.1.2.55 unsigned char _ssl_context::iv_enc[16]

IV (encryption)
Definition at line 242 of file ssl.h.
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15.1.2.56 unsigned char _ssl_context::iv_dec[16]
IV (decryption)

Definition at line 243 of file ssl.h.

15.1.2.57 unsigned char _ssl_context::mac_enc[32]
MAC (encryption)

Definition at line 245 of file ssl.h.

15.1.2.58 unsigned char _ssl_context::mac_dec[32]
MAC (decryption)

Definition at line 246 of file ssl.h.

15.1.2.59 unsigned long _ssl_context::ctx_enc[128]
encryption context

Definition at line 248 of file ssl.h.

15.1.2.60 unsigned long _ssl_context::ctx_dec[128]
decryption context

Definition at line 249 of file ssl.h.

15.1.2.61 unsigned charx _ssl_context::hostname

Definition at line 254 of file ssl.h.

15.1.2.62 unsigned long _ssl_context::hostname_len

Definition at line 255 of file ssl.h.

The documentation for this struct was generated from the following file:

¢ /home/dko/projects/mobilec/trunk/src/security/xyssl-0.9/include/xyssl/ssl.h
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15.2 _ssl _session Struct Reference

#include <ssl.h>

Data Fields

e time_t start

* int cipher

* int length

e unsigned char id [32]

* unsigned char master [48]

¢ ssl_session * next

15.2.1 Detailed Description

Definition at line 139 of file ssl.h.

15.2.2 Field Documentation
15.2.2.1 time_t _ssl_session::start

starting time
Definition at line 141 of file ssl.h.

Referenced by my_get_session(), and my_set_session().

15.2.2.2 int _ssl_session::cipher

chosen cipher
Definition at line 142 of file ssl.h.

Referenced by my_get_session().

15.2.2.3 int _ssl_session::length

session id length
Definition at line 143 of file ssl.h.

Referenced by my_get_session(), and my_set_session().

15.2.2.4 unsigned char _ssl_session::id[32]

session identifier
Definition at line 144 of file ssl.h.

Referenced by my_get_session(), and my_set_session().
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15.2.2.5 unsigned char _ssl_session::master[48]

the master secret
Definition at line 145 of file ssl.h.

Referenced by my_get_session().

15.2.2.6 ssl_sessionx _ssl_session::next

next session entry
Definition at line 146 of file ssl.h.
Referenced by main(), my_get_session(), and my_set_session().

The documentation for this struct was generated from the following file:

 /home/dko/projects/mobilec/trunk/src/security/xyssl-0.9/include/xyssl/ssl.h
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15.3 x509 buf Struct Reference

#include <x509.h>

Data Fields

* int tag
* int len
* unsigned char * p

15.3.1 Detailed Description

Definition at line 96 of file x509.h.

15.3.2 Field Documentation
15.3.2.1 int _x509_buf::tag

Definition at line 98 of file x509.h.

15.3.2.2 int _x509_buf::len

Definition at line 99 of file x509.h.

15.3.2.3 unsigned charx _x509_buf::p

Definition at line 100 of file x509.h.

The documentation for this struct was generated from the following file:

* /home/dko/projects/mobilec/trunk/src/security/xyssl-0.9/include/xyssl/x509.h

Generated on Tue Oct 28 17:03:22 2008 for Mobile-C by Doxygen



15.4 _x509_cert Struct Reference

154 x509 cert Struct Reference

#include <x509.h>

Data Fields

¢ x509_buf raw

¢ x509_buf tbs

e int version

* x509_buf serial

* x509_buf sig_oidl

e x509_buf issuer_raw
* x509_buf subject_raw
¢ x509_name issuer

* x509_name subject

e x509_time valid_from
e x509_time valid_to

* x509_buf pk_oid

* rsa_context rsa

e x509_buf issuer_id

* x509_buf subject_id
¢ x509_buf v3_ext

e int ca_istrue

* int max_pathlen

* x509_buf sig_oid2

* x509_buf sig

e struct _x509_cert * next

15.4.1 Detailed Description

Definition at line 119 of file x509.h.

15.4.2 Field Documentation
15.4.2.1 x509 buf x509 cert::raw

Definition at line 121 of file x509.h.

15.4.2.2 x509 buf x509_cert::tbs

Definition at line 122 of file x509.h.

15.4.2.3 int _x509_cert::version

Definition at line 124 of file x509.h.
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15.4.2.4 x509 buf x509_cert::serial

Definition at line 125 of file x509.h.

15.4.2.5 x509_buf _x509_cert::sig_oidl

Definition at line 126 of file x509.h.

15.4.2.6 x509 buf x509_cert::issuer_raw

Definition at line 128 of file x509.h.

15.4.2.7 x509_buf _x509_cert::subject_raw

Definition at line 129 of file x509.h.

15.4.2.8 x509 name x509_ cert::issuer

Definition at line 131 of file x509.h.

15.4.2.9 x509_name _x509_cert::subject

Definition at line 132 of file x509.h.

15.4.2.10 x509 time x509 cert::valid from

Definition at line 134 of file x509.h.

15.4.2.11 x509_time _x509 cert::valid_to

Definition at line 135 of file x509.h.

15.4.2.12 x509_buf _x509_cert::pk_oid

Definition at line 137 of file x509.h.

15.4.2.13 rsa_context _x509_cert::rsa

Definition at line 138 of file x509.h.

15.4.2.14 x509_buf _x509_cert::issuer_id

Definition at line 140 of file x509.h.
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15.4.2.15 x509_buf _x509_cert::subject_id

Definition at line 141 of file x509.h.

15.4.2.16 x509_buf _x509_cert::v3_ext

Definition at line 142 of file x509.h.

15.4.2.17 int _x509 cert::ca_istrue

Definition at line 144 of file x509.h.

15.4.2.18 int _x509_cert::max_pathlen

Definition at line 145 of file x509.h.

15.4.2.19 x509_buf _x509_cert::sig_oid2

Definition at line 147 of file x509.h.

15.4.2.20 x509_buf _x509_cert::sig

Definition at line 148 of file x509.h.

15.4.2.21 struct _x509_certx _x509_cert::next [read]

Definition at line 150 of file x509.h.
Referenced by main(), and ssl_test().

The documentation for this struct was generated from the following file:

 /home/dko/projects/mobilec/trunk/src/security/xyssl-0.9/include/xyssl/x509.h
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15.5 x509 name Struct Reference

#include <x509.h>

Data Fields

¢ x509 buf oid
¢ x509_buf val
e struct _x509_name * next

15.5.1 Detailed Description

Definition at line 104 of file x509.h.

15.5.2 Field Documentation
15.5.2.1 x509 buf x509_name::oid

Definition at line 106 of file x509.h.

15.5.2.2 x509_buf _x509_name::val

Definition at line 107 of file x509.h.

15.5.2.3 struct _x509_namex _x509 name::next

Definition at line 108 of file x509.h.

[read]

The documentation for this struct was generated from the following file:

* /home/dko/projects/mobilec/trunk/src/security/xyssl-0.9/include/xyssl/x509.h
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15.6 x509 node Struct Reference

#include <x509.h>

Data Fields

e unsigned char * data
* unsigned char * p

* unsigned char * end
e size_tlen

15.6.1 Detailed Description

Definition at line 157 of file x509.h.

15.6.2 Field Documentation
15.6.2.1 unsigned charx _x509_node::data

Definition at line 159 of file x509.h.

15.6.2.2 unsigned charx _x509_node::p

Definition at line 160 of file x509.h.

15.6.2.3 unsigned charx _x509_node::end

Definition at line 161 of file x509.h.

15.6.2.4 size_t _x509_node::len

Definition at line 163 of file x509.h.

The documentation for this struct was generated from the following file:

* /home/dko/projects/mobilec/trunk/src/security/xyssl-0.9/include/xyssl/x509.h
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15.7 x509 raw Struct Reference

#include <x509.h>

Data Fields

¢ x509_node raw

¢ x509_node tbs

¢ x509_node version

¢ x509_node serial

* x509_node tbs_signalg
¢ x509_node issuer

* x509_node validity

* x509_node subject

* x509_node subpubkey
* x509_node signalg

* x509_node sign

15.7.1 Detailed Description

Definition at line 167 of file x509.h.

15.7.2 Field Documentation
15.7.2.1 x509 node x509 raw::raw

Definition at line 169 of file x509.h.

15.7.2.2 x509 _node _x509 raw::tbhs

Definition at line 170 of file x509.h.

15.7.2.3 x509_node _x509_raw::version

Definition at line 172 of file x509.h.

15.7.2.4 x509 node x509 raw::serial

Definition at line 173 of file x509.h.

15.7.2.5 x509_node _x509_raw::tbs_signalg

Definition at line 174 of file x509.h.

15.7.2.6 x509_node _x509_raw::issuer

Definition at line 175 of file x509.h.
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15.7.2.7 x509_node _x509_raw::validity

Definition at line 176 of file x509.h.

15.7.2.8 x509_node _x509_raw::subject

Definition at line 177 of file x509.h.

15.7.2.9 x509_node _x509_raw::subpubkey

Definition at line 178 of file x509.h.

15.7.2.10 x509_node _x509_raw::signalg

Definition at line 180 of file x509.h.

15.7.2.11 x509_node _x509_raw::sign

Definition at line 181 of file x509.h.

The documentation for this struct was generated from the following file:

* /home/dko/projects/mobilec/trunk/src/security/xyssl-0.9/include/xyssl/x509.h
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15.8 x509 time Struct Reference

#include <x509.h>

Data Fields

* int year
¢ int mon
* int day
e int hour
e int min
e int sec

15.8.1 Detailed Description

Definition at line 112 of file x509.h.

15.8.2 Field Documentation
15.8.2.1 int_x509_time::year

Definition at line 114 of file x509.h.

15.8.2.2 int_x509 time::mon

Definition at line 114 of file x509.h.

15.8.2.3 int _x509_time::day

Definition at line 114 of file x509.h.

15.8.2.4 int _x509_time::hour

Definition at line 115 of file x509.h.

15.8.2.5 int _x509 time::min

Definition at line 115 of file x509.h.

15.8.2.6 int _x509_time::sec

Definition at line 115 of file x509.h.

The documentation for this struct was generated from the following file:

* /home/dko/projects/mobilec/trunk/src/security/xyssl-0.9/include/xyssl/x509.h
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15.9 aes_context Struct Reference

AES context structure.

#include <aes.h>

Data Fields

e intnr
* unsigned long * rk
* unsigned long buf [68]

15.9.1 Detailed Description

AES context structure.

Definition at line 13 of file aes.h.

15.9.2 Field Documentation

15.9.2.1 int aes_context::nr

number of rounds

Definition at line 15 of file aes.h.

15.9.2.2 unsigned long+ aes_context::rk
AES round keys

Definition at line 16 of file aes.h.

15.9.2.3 unsigned long aes_context::buf[68]

unaligned data
Definition at line 17 of file aes.h.

The documentation for this struct was generated from the following file:

* /home/dko/projects/mobilec/trunk/src/security/xyssl-0.9/include/xyssl/aes.h
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15.10 agency_s Struct Reference

The agency handle.
#include <libmc.h>

Data Fields

e int client

e int server

e char * hostName

e char * filename

* int portno

* int portnoc

e struct mc_platform_s * mc_platform
* int default_agentstatus

e int threads

* int enable_security

e int stack_size [MC_THREAD_ALL]
e error_code_t last_error

15.10.1 Detailed Description

The agency handle.
Definition at line 215 of file libmc.h.

15.10.2 Field Documentation
15.10.2.1 int agency_s::client
Definition at line 216 of file libmc.h.
Referenced by MC_Initialize().
15.10.2.2 int agency_s::server
Definition at line 217 of file libmc.h.
Referenced by MC_Initialize().
15.10.2.3 charx agency_s::hostName

Local Hostname
Definition at line 218 of file libmc.h.
Referenced by MC_End(), and MC_Initialize().

15.10.2.4 charx agency_s::filename

Definition at line 219 of file libmc.h.
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15.10.2.5 int agency_s::portno

Local port number
Definition at line 220 of file libmc.h.

Referenced by MC_Initialize(), and mc_platform_Initialize().

15.10.2.6 int agency_s::portnoc

Definition at line 221 of file libmc.h.

15.10.2.7 struct mc_platform_s* agency_s::mc_platform [read]

Local MobileC Platform
Definition at line 222 of file libmc.h.

Referenced by MC_AclSend_chdl(), MC_AddAgent(), MC_AddAgent_chdl(), MC_Barrier(),
MC_Barrier_chdl(), = MC_BarrierDelete(), = MC_BarrierDelete_chdl(), = MC_Barrierlnit(), MC_-
BarrierInit_chdl(), MC_ChlnitializeOptions(), MC_CondBroadcast(), MC_CondBroadcast_chdl(),
MC_CondReset(), MC_CondReset_chdl(), MC_CondSignal(), MC_CondSignal_chdl(), MC_-
CondWait(), MC_CondWait_chdl(), MC_DeregisterService(), MC_DeregisterService_chdl(), MC_End(),
MC_End_chdl(), MC_FindAgentByID(), MC_FindAgentByID_chdl(), MC_FindAgentByName(),
MC_FindAgentByName_chdl(), MC_GetAllAgents(), MC_HaltAgency(), MC_HaltAgency_-
chdl(), MC_Initialize(), MC_LoadAgentFromFile(), MC_MainLoop(), MC_MutexLock(), MC_-
MutexLock_chdl(), MC_MutexUnlock(), MC_MutexUnlock_chdl(), MC_RegisterService(), MC_-
RegisterService_chdl(), MC_ResetSignal(), MC_ResumeAgency(), MC_ResumeAgency_chdl(), MC_-
RetrieveAgent(), MC_RetrieveAgent_chdl(), MC_SearchForService(), MC_SearchForService_chdl(),
MC_SemaphorePost(), MC_SemaphorePost_chdl(), MC_SemaphoreWait(), MC_SemaphoreWait_-
chdl(), MC_SendAgentMigrationMessage(), MC_SendAgentMigrationMessage_chdl(), MC -
SendAgentMigrationMessageFile(), MC_SendSteerCommand(), MC_SendSteerCommand_chdl(),
MC_SetDefaultAgentStatus(), MC_SetDefaultAgentStatus_chdl(), MC_Steer(), MC_SyncDelete(), MC_-
SyncDelete_chdl(), MC_SynclInit(), MC_SynclInit_chdl(), MC_WaitAgent(), MC_WaitRetrieveAgent(),
and MC_WaitSignal().

15.10.2.8 int agency_s::default_agentstatus

Agency default agent status
Definition at line 223 of file libmc.h.

Referenced by MC_Initialize(), and mc_platform_Initialize().

15.10.2.9 int agency_s::threads

flag which determines which threads to start
Definition at line 224 of file libmc.h.
Referenced by MC_End(), MC_Initialize(), and mc_platform_Initialize().
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15.10.2.10 int agency_s::enable_security

Security flag
Definition at line 225 of file libmc.h.

Referenced by MC_Initialize(), and mc_platform_Initialize().
15.10.2.11 int agency_s::stack_sizel MC_THREAD_ALL]
Definition at line 226 of file libmc.h.

Referenced by MC_Initialize(), and mc_platform_Initialize().

15.10.2.12 error_code_t agency_s::last_error

Definition at line 227 of file libmc.h.
Referenced by mc_platform_Initialize().

The documentation for this struct was generated from the following file:

 /home/dko/projects/mobilec/trunk/src/include/libmc.h
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15.11 agent_datastate_s Struct Reference

#include <agent_datastate.h>

Data Fields

* char *x agent_code_ids

e char *xx agent_codes

e char * agent_code

* agent_task_p * tasks

e mxml_node_t * xml_agent_root
e mxml node_t * xml root
* int task_progress

e int return_data

e int number_of_tasks

* int persistent

* int init_agent_status

15.11.1 Detailed Description

Definition at line 41 of file agent_datastate.h.

15.11.2 Field Documentation
15.11.2.1 charxx agent_datastate_s::agent_code_ids

Definition at line 43 of file agent_datastate.h.

Referenced by agent_datastate_Copy(), agent_datastate_Destroy(), agent_xml_compose__agent_code(),
agent_xml_parse__agent_code(), agent_xml_parse__tasks(), and MC_ComposeAgent().

15.11.2.2 charxx agent_datastate_s::agent_codes

Definition at line 44 of file agent_datastate.h.

Referenced by agent_datastate_Copy(), agent_datastate_Destroy(), agent_xml_compose__agent_code(),
agent_xml_parse__agent_code(), agent_xml_parse__tasks(), and MC_ComposeAgent().

15.11.2.3 charx agent_datastate_s::agent_code

Definition at line 45 of file agent_datastate.h.

Referenced by agent_datastate_Copy(), agent_datastate_ New(), agent_xml_parse__agent_code(), agent_-
xml_parse__tasks(), MC_ComposeAgent(), MC_PrintAgentCode(), and MC_RetrieveAgentCode().

15.11.2.4 agent_task_px* agent_datastate_s::tasks

Definition at line 48 of file agent_datastate.h.
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Referenced by agent_AddPersistentVariable(), agent_datastate_Copy(), agent_datastate_Destroy(),
agent_datastate_New(),  agent_xml_compose__task(),  agent_xml_parse__agent_code(), agent_-
xml_parse__data(), agent_xml_parse__task(), agent_xml_parse__tasks(), interpreter_variable_data_-
InitializeFromAgent(), MC_AgentVariableRetrieve(), MC_AgentVariableSave(), MC_ComposeAgent(),
MC_GetAgentReturnData(), MC_SaveData_chdl(), and message_InitializeFromAgent().

15.11.2.5 mxml_node_t* agent_datastate_s::xml_agent_root

Definition at line 51 of file agent_datastate.h.

Referenced by agent_datastate_New(), agent_Initialize(),  agent_xml_parse(), and MC_-
GetAgentXMLString().

15.11.2.6 mxml_node_t+ agent_datastate_s::xml_root

Definition at line 52 of file agent_datastate.h.

Referenced by agent_datastate_Destroy(), agent_datastate_ New(), agent_Initialize(), and agent_return_-
xml_parse().

15.11.2.7 int agent_datastate_s::task_progress

Definition at line 55 of file agent_datastate.h.

Referenced by agent_AddPersistentVariable(), agent_datastate_Copy(), agent_datastate_New(), agent_-
RunChScriptThread(), agent_xml_compose__tasks(), agent_xml_parse__agent_code(), agent_xml_-
parse__tasks(), interpreter_variable_data_InitializeFromAgent(), MC_AgentVariableRetrieve(), MC_-
AgentVariableSave(), MC_PrintAgentCode(), MC_RetrieveAgentCode(), MC_SaveData_chdl(), and
message_InitializeFromAgent().

15.11.2.8 int agent_datastate_s::return_data

Definition at line 56 of file agent_datastate.h.

Referenced by agent_datastate_Copy(), and agent_datastate_New().

15.11.2.9 int agent_datastate_s::number_of_tasks

Definition at line 59 of file agent_datastate.h.

Referenced by agent_datastate_Copy(), agent_datastate_Destroy(), agent_datastate_New(), agent_xml_-
compose__tasks(), agent_xml_parse__agent_code(), agent_xml_parse__tasks(), MC_ComposeAgent(),
MC_GetAgentNumTasks(), MC_GetAgentReturnData(), MC_PrintAgentCode(), and message_-
InitializeFromAgent().

15.11.2.10 int agent_datastate_s::persistent

Definition at line 62 of file agent_datastate.h.

Referenced by acc_MessageHandlerThread(), agent_datastate_Copy(), agent_datastate_New(), agent_-
xml_compose__task(), and MC_ComposeAgent().
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15.11.2.11 int agent_datastate_s::init_agent_status

Definition at line 63 of file agent_datastate.h.

Referenced by agent_datastate_Copy(), and agent_datastate_New().

The documentation for this struct was generated from the following file:

* /home/dko/projects/mobilec/trunk/src/include/agent_datastate.h
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15.12 agent_mailbox_s Struct Reference

#include <agent_mailbox.h>

Data Fields

e struct mail_queue_s * mail_queue

15.12.1 Detailed Description

Definition at line 8 of file agent_mailbox.h.

15.12.2 Field Documentation
15.12.2.1 struct mail_queue_s* agent_mailbox_s::mail_queue [read]

Definition at line 10 of file agent_mailbox.h.

Referenced by agent_mailbox_Copy(), agent_mailbox_Destroy(), agent_mailbox_New(), agent_-
mailbox_Post(), agent_mailbox_Retrieve(), and agent_mailbox_WaitRetrieve().

The documentation for this struct was generated from the following file:

* /home/dko/projects/mobilec/trunk/src/include/agent_mailbox.h
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15.13 agent_s Struct Reference

#include <agent.h>

Data Fields

* u_long id

e char * name

* u_long connect_id

e time_t arrival_time

e char x owner

e char * home

* int home_port

* int orphan

 agent_datastate_p datastate

» enum MC_AgentType_e agent_type
* enum MC_AgentStatus_e agent_status
* int return_data

e Chlnterp_t agent_interp

e MUTEX_T * run_lock

* int agent_thread_id

e THREAD_T x* agent_thread

* agent_mailbox_p mailbox

* int agent_pipe_active

* int agent_ready_to_send

* int agent_pipe_ready_to_read

* int agent_script_ready

* int agent_persistent

e struct mc_platform_s * mc_platform
e MUTEX_T x* lock

15.13.1 Detailed Description

Definition at line 48 of file agent.h.

15.13.2 Field Documentation
15.13.2.1 u_long agent_s::id

Definition at line 51 of file agent.h.

Referenced by agent_Copy(), agent_Initialize(), agent_RunChScriptThread(), ams_Print(), AP_QUEUE_-
STD_DEFN_TEMPLATE(), MC_GetAgentID(), and MC_RegisterService().
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15.13.2.2 charx agent_s::name

Definition at line 52 of file agent.h.

Referenced by acc_MessageHandlerThread(), agent AddPersistentVariable(), agent_ Copy(), agent -
Destroy(), agent_RunChScriptThread(), agent_xml_compose__name(), agent_xml_parse__name(),
AP_QUEUE_STD_DEFN_TEMPLATE(), MC_ComposeAgent(), MC_GetAgentName(), and MC_-
RegisterService().

15.13.2.3 u_long agent_s::connect_id

Definition at line 53 of file agent.h.

Referenced by ams_Print().

15.13.2.4 time_t agent_s::arrival_time

Definition at line 55 of file agent.h.
Referenced by agent_Copy(), agent_Initialize(), and MC_GetAgentArrival Time().

15.13.2.5 charx agent_s::owner

Definition at line 60 of file agent.h.

Referenced by agent_Copy(), agent_Destroy(), agent_xml_compose__owner(), agent_xml_parse__-
owner(), and MC_ComposeAgent().

15.13.2.6 charx agent_s::home

Definition at line 61 of file agent.h.

Referenced by agent_Copy(), agent_Destroy(), agent_xml_compose__home(), agent_xml_parse__home(),
MC_ComposeAgent(), and message_InitializeFromAgent().

15.13.2.7 int agent_s::home_port

Definition at line 62 of file agent.h.

Referenced by agent_Copy().

15.13.2.8 int agent_s::orphan

Definition at line 64 of file agent.h.

Referenced by agent_Copy(), agent_Initialize(), ams_ManageAgentList(), MC_ComposeAgent(), and
MC_SetAgentStatus().

15.13.2.9 agent_datastate_p agent_s::datastate

Definition at line 68 of file agent.h.
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Referenced by acc_MessageHandlerThread(), agent_AddPersistentVariable(), agent_Copy(), agent_-
Destroy(), agent_Initialize(), agent_return_xml_parse(), agent_RunChScriptThread(), agent_xml_-
compose__agent_code(), agent_xml_c